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As the operators of www.allaero.com (“Website”), Allaero Limited, a company registered in
England and Wales with company number 02326932 having its registered address at Hawker
House, Link 10, Napier Way, Crawley, West Sussex, RH10 9RA (“Allaero”, "We", “Us") is committed
to protecting and respecting your privacy. This Privacy Policy (“Policy”) together with our

Standard Terms and Condifions (“Terms”) and any other documents referred to therein), sefs

out the basis on which the personal data collected from you, or that you provide to Us will be
processed by Us. Please read this Policy carefully to understand our views and practices

regarding your personal data and how we will freat it.

Data Controller
For the purpose of the Data Profection Act 2018 (the “Act”), the Data Controller is Allaero
Limited.

The Personal data we collect about you

Personal data includes any information about an individual from which that person can be
identified. It does not include personal data where the identity has been removed (anonymous
data).

We collect, use, store and tfransfer different kinds of personal data about you. We have
grouped together the following categories of personal data to explain how this type of

information is used by us. These terms are used throughout this notice:

“ldentity Data”: including your first name, middle names, last name, username or

similar identifier.

e ‘“Contact Data”: including your or your company'’s billing address, delivery address,
email address and telephone numbers;

e “Financial Data”: including your or your company’s bank account and payment
card details;

e ‘“Services Data’: including details about payments to and from you or your
company and other details of services you have purchased from us or we have
purchased from you;

o “Profile Data": including your usernames and passwords, purchases or orders made
by you or your company, feedback and survey responses;

e “Marketing and Communications Data": including information collected about you

or your company's product interest. Additional information about the personal data

we process in connection with marketing is included with the marketing
communications we send you;
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e ‘“Professional Information”: including your contact details and job fitle, email
address, phone number and addresses; and

e ‘“Professional History": including your email address, phone number, address and
positions, maybe stored on file for company’s which you were previously associated
with.

Neither our website or the services we offer are intended for children and we do not knowingly

collect data relating to children.

If you have provided Us with the personal data of another person, including providing us with
their email address, you confirm that he/she consents to the processing of his/her personal data
and that you have informed him/her of our identity as a Data Controller and provided him/her

with a copy of this Privacy Policy and our Terms.

If you fail to provide personal data to us

Where we need to collect personal data by law or under the terms of a contract we have with
you and you fail fo provide the personal data when requested, we may not be able to perform
the contfract we have or are frying fo enter info with you (for example, to provide you with a
product or services). In this case, we may have to decline to provide or receive the relevant

services, but we will notify you if this is the case at the fime the personal data is collected.

Uses made of your information
We will only process (i.e. use) your personal data when the law allows us to, that is, when we

have a legal basis for processing.

We use your personal data in the following circumstances:

o ‘“performance of a confract”: where we need to perform a contract which we are
about to enterinto or have entered into with you;

e ‘legalorregulatory obligation”: where we need to comply with alegal or regulatory
obligation that we are subject to;

e ‘legitimate inferests”: where necessary for our interests (or those of a third party),
provided that your fundamental rights do not override such interests. This can mean,
for instance, that it is in our interest, fo monitor how you are using any customer
portals we set up for you or access to systems to ensure that the security of such

portals or systems is maintained. We make sure we consider and balance any
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potential impact on you (both positive and negative) and your rights before we
process your personal data for our legitimate interests; and
e ‘consent and explicit consent”: where you have provided your consent or explicit

consent to processing your personal data.

We do not use your personal data for activities where our interests are overridden by the

impact on you (unless we have your consent or are otherwise required or permitted fo by law).

With limited exceptions (for instance, in relation fo some of our electronic marketing), generally
we do noft rely on consent as the legal basis for processing your personal data. You have the
right to withdraw consent to electronic marketing at any time by following the unsubscribe

instructions in such marketing materials or by contacting us at info@all.aero.

Where we store and process personal data

The data that We collect from you may be transferred to, and stored at, a destination outside
the European Economic Area ("EEA"). It may also be processed by staff operating outside the
EEA who work for Us or for one of our suppliers. Such staff maybe engaged in, among other
things, the fulfiilment of your orders, the processing of your payment details and the provision of
support services. By submitting your personal data, you agree to this fransfer, storing or
processing. We will take all steps reasonably necessary to ensure that your data is treated

securely and in accordance with this Privacy Policy.

All information you provide to us is stored on our secure servers. Any payment transactions will
be encrypted using SSL fechnology. Where we have given you (or where you have chosen) a
password which enables you to access certain parts of Welsite, you are responsible for

keeping this password confidential. We ask you not to share a password with anyone.

Please contact us at info@all.aero if you would like further information about the specific

mechanism used by us when fransferring your personal data out of the EEA.

How do we secure personal data?

Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, we implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk of processing,

including:
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o the ability fo ensure the ongoing confidentiality, integrity, availability and resilience
of processing systems and services;

e fthe ability to restore the availability and access to personal data in a timely manner
in the event of a physical or technical incident; and

e a process for regularly testing, assessing and evaluating the effectiveness of

tfechnical and organisational measures for ensuring the security of the processing.

We ensure that those who have permanent or regular access to personal data, or that are
involved in the processing of personal data, or in the development of tools used to process
personal data, are frained and informed of their rights and responsibilities in when processing

personal data.

We have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used of accessed in an unauthorized way, altered or disclosed. In addition,
we limit access to your personal data to those employees, agents, contractors and other third
parties who have a business need to know. They will only process your personal data on our

instructions and they are subject to a duty of confidenfiality.

We have put in place procedures to deal with any suspected personal data breach and will

notify you and any applicable regulator of a breach where we are legally required to do so.

Data retention
We will only retain your personal data for as long as necessary to fulfil the purposes we
collected it for. This includes for example the purposes of safisfying any legal, regulatory,

reporting or accounting requirements.

To determine the appropriate retention period for personal data, we consider the amount,
nature and sensitivity of the personal data, the potential risk of harm from unauthorised use or
disclosure of your personal data, the purposes for which we process your personal data and
whether we can achieve those purposes through other means, and the applicable legal

requirements.

It is a legal requirement in the United Kingdom to keep basic information about customers
(including Contact, Identity, Financial and Transaction Date) for six years even after they cease

being customers.
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In some circumstances we may anonymise your personal data (so that it can no longer be
associated with you) for research or statistical purposes in which case we may use this

information indefinitely without further nofice to you.

Purpose and/or activity hype of data Legal basis for processing

To register you on as a e |dentity Data e Performance of a
new customer e Contact Data confract
e Financial Data e |egitimate interests:
e Services Data ensuring we do not
e Professional deal with proceeds of
Information criminal activities or
e Professional History assist in any other
unlawful or fraudulent
activities for example
terrorism
To deliver our product or e |dentity Data e Performance of a
services to you including e Contact Data confract
(among others) to e Financial Data e legitimate interests:
manage payments, fees e Services Data ensuring that you are
and charges and to o Profile Data provided with the best
collect and recover o Usage Data customer service we
money owed to us e Marketing and can offer and securing
Communications a prompt payment of
Data any fees, costs and
e Professional debts in respect of our
Information services
To manage our e |dentity Data e Performance of a
relationship with you e Contact Data confract
which will include e Profile Data e legal orregulatory
notifying you about e Marketing and obligation
changes fo our terms of Communications e legitimate interests:
business or this notice Data ensuring we can notify
e Professional you about changes to
Information our terms of business or
this nofice
To manage and protect e |dentity Data e Legal orregulatory
our business, including e Contact Data obligation
improving data security, e Profile Data e Legitimate interests:
froubleshooting data and e Usage Data ensuring the efficient
systems, system e Marketing and and secure running of
maintenance and festing, Communications our business, including
data hosting, managing Data through office and
our offices and other e Professional facilities administration,
facilities Information maintaining
information
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Purpose and/or activity ‘ Type of data

Legal basis for processing

tfechnology services,
network and data
security, fraud
prevention and
improving or
reorganising our
infrastructure
To invite you to take part e |dentity Data Legitimate interests:
in marketing or other o Contact Data ensuring our customer
promotional events and e Profile Data records are up-to-
to manage your e Usage Data date, promoting our
participation in them e Marketing and customer services,
Communications receiving feedback,
Data improving our services
o Professional and identifying ways fo
Information grow our business
e Professional History
To send you marketing e |dentity Data Legitimate interests:
(including paper and e Contfact Data promoting our
electronic marketing e Profile Data products and services,
communications) or to e Usage Data identifying ways to
contact you by other e Marketing and grow our business
means to offer you our Communications
products or services Data
o Professional
Information
e Professional History
To ask you for feedback e |dentity Data Legitimate interests:
(for instance, in a survey) o Contact Data reviewing how clients
about our services and to o Profile Data use, and what they
manage, review and act e Marketing and think of, our services
on the feedback we are Communications improving them and
getting Data identifying ways to
e Professional grow our business
Information

IP Addresses

We may collect information about your mobile phone, computer or other device from which

you access the Website including where available your IP address, operating system and

browser type, for systems administration and to report aggregate information to our advertisers.

This is statistical data about our users’ browsing actions and patterns, and does not identify any
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individual. We may, however, use such information in conjunction with the data we have about

you in order to tfrack your usage of our services.

Disclosure of your information
We may disclose your personal information to third parties:
e in the event that We sell or buy any business or assets, in which case We may disclose
your personal data to the prospective seller or buyer of such business or assets; or
e if We or substantially all of our assets are acquired by a third party, in which case
personal data held by Us about our customers will be one of the transferred assets; or
e if We are under a duty to disclose or share your personal data in order to comply with
any legal obligation, or in order to enforce or apply our Terms, this Privacy Policy and
other agreements; or
e to protect the rights, property, or safety of Allaero, the Website, our users and any third

party we interact with to provide the Website.

Information about our use of cookies

Our Website uses cookies to distinguish you from other users of our Website. This helps Us to
provide you with a good experience when you browse our Website and also allows Us o
improve the Website. By using our Website you agree to our use of cookies as more specifically

set out below.

A cookie is a small file of letters and numbers that We store on your browser or the hard drive
of your computer if you agree. Cookies contain information that is transferred to your

computer's hard drive.

The cookies We use include:

e “Analytical” cookies. They allow Us to recognise and count the number of visitors and
to see how visitors move around the Website when they are using it. This helps Us fo
improve the way our Website works, for example, by ensuring that users are finding what

they are looking for easily.

o “Strictly necessary” cookies. These are cookies that are required for the operation of
our Website. They include, for example, cookies that enable you fo log into secure

areas of our Website, use a shopping cart or make use of e-billing services.

e “Functionality” cookies. These are used to recognise you when you refurn to our
Website. This enables Us to personalise our content for you, greet you by name and
remember your preferences (for example, your choice of language or region).
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e “Targeting” cookies. These cookies record your visit to our Website, the pages you have
visited and the links you have followed. We will use this information to make our Website
and the advertising displayed on it more relevant to your interests. We may also share

this information with third parties for this purpose.

You can find more information about the individual cookies We use and the purposes for which

We use them in the table below:

Cookie Name Purpose Expiry of Cookie
and Further
Information
Google _utma This cookie enables us to determine Expires 2 years
Analytics whether or not you have visited our after being set /
Website previously. updated.
Google _utmb This cookie is used to establish and
Analytics confinue your session on our Expires 30 minutes
Website, and updates each time after being set /
you Visit a new page. updated.
Google _utmz This cookies enables us to establish
Analytics how you reached our Website e.g. Expires 6 months
through a link; from another website | after being set /
or by typing in the Website URL updated.

You may block cookies by activating the setting on your browser that allows you to refuse the
sefting of all or some cookies. However, if you use your browser settings to block all cookies
(including essential cookies) you may not be able to access all or parts of the Website. Unless
you have adjusted your browser setting so that it will refuse cookies, our system will issue cookies

as soon as you visit our Website.

Your Rights
Under certain circumstances, you have rights under data protection laws in relation to your

personal data. These include:

¢ Theright fo request access to your personal data

e Theright to request correction of your personal data.

¢ Theright to request the erasure of your personal data

e Theright fo object to processing of your personal data

e Theright to request restriction of processing your personal data

e Theright to request the transfer of your personal data
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If you wish to exercise any of the rights set out above, please contact us at info@all.aero

You will not have fo pay a fee to access your personal data (or fo exercise any of the other
rights). However, we may charge a reasonable fee if your request is clearly unfounded,
repetitive or excessive. Alternatively, we may refuse to comply with your request in these

circumstances.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access your personal data (or to exercise any of your other rights). This is
security measure to ensure that personal data is not disclosed to any person who has no right
to receive it. We may also contact you to ask you for further information in relation to your

request to speed up our response.

We 1fry to respond to all legitimate requests within one calendar month. Occasionally it may
take us longer than one calendar month if your request is particularly complex or you have

made a number of requests. In this case, we will notify you and keep you updated.

Changes to our Privacy Policy

We reserve the right to modify this Privacy Policy at any time. Any changes We may make to
our Privacy Policy in the future will be notified and made available to you using the Website.
Your confinued use of the services and the Welbsite shall be deemed your acceptance of the

varied privacy policy.

How to contact us
All guestions, comments and requests regarding this Privacy Policy should be addressed to

info@all.aero.
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